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a DJPT device receives a service request packet seut by a ternunal
N ) ) ! . e . D
device, where the packet carries a termiual domain name ndicating | /3
the terminal device and a server domam name indicating & service
server required by the service request sent by the termunal device

. N . . . P T AN
the DPI device resolves the recetved server domain name to obtaina | / S162
service server [P address

¥
if the service server IF address reselved by the DPI device does not
belong to the preset service server [P address comresponding fo the | /5163
received terminal domain name in a preset list | the DP device r
diseards the packet

FIG. 1

A packet which has been

A true packet P o
pa altered without authonization

+ GET / HTTR/L.ANCR - GET S HYTRAL AN
Accept: image/QiF, imagesx-xipitmap, imag Accept: imagesgif, dmagesK-xbitmap, Smags
Accept~Language: ah-crivym Accept-Language: zh-colvrin
Accept-gEncoding: g defiavenr\n Azcept-Encading: gzip, deflazenmn
Hser-duentl My ompatible; Ms HagroAgent: Moziilass. 0 (compatible; msie
HOST ! www, Qooy IRIST: www, huawat, conie W
TR T ON T RSEp A TITEF W TR OR T R B ATIVE R
SN AN Y
FIG. 2
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a gateway device receives 3 DNS packet sent by a terminal
device, where the DNS packet carriss a terminal domain name
mdicating a termiinal device and a true domain name of at least | /8261
one accessible service server corresponding to the terminal
domain name

~

¥
the gateway device resolves the received true domain name to /8202
obtain at least one accessible service server IP address

¥
the gateway device takes the resolved at least one accessible
service server 1P address as 3 preset service server 1P address, and | /5203
sets, corresponding to the terminal domatn name, the preset
service server IP address in a preset st

the gateway device receives a service request packet sent by a
terminal device, where the packet carries a ferminal domain name
indicating the terminal device and a server domain name 8204
indicating a service server required by the service request sent by
the terminal device

¥
the gateway device resolves the received server domain nameto | /8205
obtain a service server Internet protocol {IF) address

¥
; scard /8206

4

the pateway device discards the packet -

the gateway device establishes a connection between the terminal
device and the service server corresponding to the service server [S207
1P address, so that the service server provides the service
corresponding to the service request of the terminal deviee to the
terminal device

e

reguest according to the terrninal domain name of the terminal /,/' S208
device

| the gateway device determines 2 service type of the service et

FiG. 3
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PACKET RECEIVING METHOD, DEEP
PACKET INSPECTION DEVICE AND
SYSTEM

CROSS-BEFERENCE TO RELA
APPLICATIONS

This application is a continuation of Internat mnai Patent
/Xpyhcmm- No. PCT/OUNZ2012/077984, filed Jon. 30, 2012,

which is hereby incorporated by reference in its eutirety.
TECHNICAL FI8LD
The present invention relates to the field of communnica-

fions and, more particularly, 1o a packet receiving method, a
deep packet inspection device and s3

BACKGRGUND

Nowadays, Internet services become increasingly cophk-
ticated, and types of the services are gradually i nmrcabmg a
user terminal is ahle to access websites such as video
websites and game websites, and such websites are either
free or charged on operator’s demands, and the user terminal
can select fo access on his own demands.

Generally, a service server used by a user o access a
website corresponds o an 1P Juternet Protocol, Internet
protocol) addeess, the oser can send 3 packet cartying a
domain name and relevant information of the visiting web-
site, generally, when & DPI (Deep Packet Iuspection, deep
packet inspection) device s ramoxcal:, matches the packet
wtormation, a fudl URL (Uniform Resource Location, wui-
form resouree Jocater) information containing a host field
needs to be used, which s different frora the packet pro-
cessing principle of the existing service server, thus bugs
may occwr in the DPI device detection, for example, the
service server merely inspects path information 1 the UR
of the packet, and does not inspect the host field, such thak
the ' server cat retum ac results according to the
path information without determining whether the path
information is consistenit with the path provided by the host
field, that is, without determining wi Jelher the user has
altered the host field without authorization. As a result, the
user can successfully access the L/hci?"”d service through
altering the packet without authorization, bat the DP[ device

Lz

fails to identify whether the user terminal has altered the host
field in the packet to achieve a purpose of fraudulent
accessing a charged website for free.

SUMMARY

“mbodiments of the present invention provide a packet
recetving method, a deep pe inspection device aud
system, which can improve the capability for identifying the

packet of the deep packet s pmlmn device, and
occurrence of bugs caused by insudlicient identifl
To achieve the above object, embodiments of the present
invention provide techunical solutions as follows:

QOne aspect of the invention provides a packet receiving
reethod, wchding:

eceiving @ service request packet sewt by a tferminal
device, where the packet carries a terminal domain name
indicating the temminal device and a server domain name
indicating a service server required by the service request
sent by the terminal device;

resolving the received server domain name o obtain a
service server Internet protocol (IP) address; and

o

s
<

e
&<

[
<

o

%

=

L&

discarding the packet if the resolved service server 1P
address does not belong 1o the pr(‘s"‘ service server IP
address corresponding to the received terminal domain name
0 @ preset list.

Axnother aspect of the invention provides a deep packet
inspection (DP]) device, including:

a recerving unit, configured to receive a service request
packet sent by a terminal device, where the packet carries a
terruinal domain narse indicating the terminal device and a
server domain name indicating a service server required by
the service request sent by the terminal device;

a resolving nnit, configured to resolve the server domain
name received by the receiving unit to obiain a service

rver Internet protocol (IP) address: and
a pr\-u,sx:ng uait, configured to discard the packet if the

ce server 1P address resolved by the resolvingu
not belong 1o the preset service server 1P a‘idrem corre-
sponding to the received terminal domain name in a preset
{ist.
Still another aspect of the tuvention provides a
incmdn o

a DPI device as described above; and

a terminal device, confignred 1o send a service request
packet 1o the DPI device, where the packet carries a termina
domain name indicating the terminal device aund a server
domain name u‘dfcatmg a service server required by the
service request sent by the terrainal device.

According to the packet receiving method, the DPI device
and the system ptouded by embodiments of the present
inveniion, the IIP] device receives a service request packet
sent by a terminal device, where the paclket carries a terminal
domatn name indicating the terruinal device and a server
domain nawme wdicating a service server re qmwd by the
service request, resolves the received server domain name o
obtain a service server Internet protocel (IP) address, and
discards the packet if the service server 1P address does not
belong to the preset service server [P address corresponding
o the terminal domain name in a ptmu list. In this way, the
DPI device can determine whether the pa&kct is nutmal or
abnormal by comparing the service server IP address of the
packet with the preset service server IP address correspond-
ing to the terminal domain name of 'he terminal device 1o a
preset list to determine whether the service server IP address
of the packet is consistent with the preset service server P

ddress, and discard the abnormal puuka., thereby wmproving
the capability for identifying the packet of the DPI device,
and preventing the bugs from occurning when the DPI
device nm‘maliy processes the abnorual packet due to
insufficient identification.

system,

BRIEF DESCRIPTION OF DRAWINGS

To tltustrate the techuical solution according to embodi-
ments of the present invention or the prior art more c‘ear‘y

the following briefly descrnibes the accompanying drawiogs

used in description of embodiments of the present inveuntion
or the prior art. L‘mpareuﬂv, the accompanying drawings

below are merely for itlustrat mg some embodiments of the
present invention, and other drawings can be obtained by
persons skilled in the art based on these drawings without
creative etforts.

FIG. 1 is a schematic flow chart of a packet receiving
method according to an embodiment of the present inven-
tion;

FIG. 2 i3 a comparison diagram between a true packet and
a mcket which has been altered without authorization

cording to an embodiment of the present invention;
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FiGG. 3 is a schematic flow chart of a packet receiving
method ¢ ccordmg to another embodiment of the present
inventio

FIG. 4 is a schematic structural diagram of a DPI device
according 1o an embodiment of the present it j"u O

FIz. & is a schematic sttuctural diagram of a DPI device
according 1o another embodiment of the present invention;
and

FIG. a schematic structural diagram of 2 system
according o an embodiment of the present invention.

DESCRIPTION OF EMBODIMENT

The technical solutions of the embodiments of the present
wvention are herernafter descebed cleardy and completely
with reference to the accompanying drawings in embodi-
ments of the present invention. Obviously, the embodiments
described here are only a part of embodiments of the present
invention, rather than all embodiments of the present inven-
tion. All other embodiments obtained by persons skilled in
the art based on cmbodiments of the present invention
without any creative efforts shall fall within the protection
scope of the present invention.

Embodiments of the present vention provide a packet
receiving method, as shown in FIG. 1, the method includes

S181, a IP] device receives a service request packet sent
by a termuinal device, where the packet carries a terminal
domain name indicating the terminal device and a server
domain name indi-:a\mg a service server required by the
service request sent by the terminal device.

it shounld be noted that, a suitable network in this emboda-
ment may perform comimunication and copnection on the
basis of the TCP/IP (Transmission Control Protocol/Internet
Protocol, transmission contro] protocol/Internet protocol), in
such a network, each of termiinal devices and service servers
conuected to the network has a unigue :dentifier, so as to
teus of thousands of terminal devices and service
servers in the network. Generally, such a unique ident
reay be a character address, narsely a domain name. Since

each terminal device and each service server have a unigue
domain name of its own, the terminal device only needs to
notify the DPI devi

ice of its own domain name as the
terminal domain name when the terminal device requests
services o the DPI device, the DPI device can find the
terminal device by the termiinal domain name, and forward
or provide services required by the terminal device 1o the
terminal device. Furthermore, the terminal device can imple-
ment the access 1o the service server reguired by the service
request by writing the domain name of the service server, as
the server domain name, into the packet.

Hustratively, the terminal device needs to acces
able resources oun the network, such as a hypertext ‘na\]um
language document, an image, a video segment, and a
program. Service servers suy}"ommq different websites can
be identified by the server domain name which is taken as
the umgue dentification 1D. When the terminal device needs
0 access a website, the terminal device sends a URL packet,
into which packet a server domain name of a service server
corresponding 1o the website has been written. The server
domain name is a character address of the service server
corresponding to the website needs to be accessed by the
terminal device. For exaraple, when a user needs 10 access
a website of A company by using the terminal device, the
URL can be written as www.A.coru or the like.

S162, the P device resolves the received server domain

narae to obtain a service server [P address.

o

<

o

Y

Further, the DPI device per "(i ms a DNS (Domain Mame
Server, domain uname service) resolution to the server
domain name, such as resolvin g in a manner of local query,

cache guery and iterative guery, so that the domain name
which is readily meworized by a user, such as www.baidu-
com and www.go .com, can be converfed to 2 machine
able 1P address suchas 1.1.1.10 and 2 2, and the
machine recognizable 1P address is take the service
rver 1P address. Thereby the DPI device can help the
terruinal device access the service server by using the
ce server [P address, and then the service server can
vide services for the terminal device.

i 1 r 1P address resolved by the DP
ng to the preset service server 1P address
corresponding to the received terminal domain name in a
preset list, the DP device discards the packet.

t should be noted that, a preset list is preset in the DPI
device 1n advance, as shown in Table 1, in the preset list the
termainal domain name of each terminal device is corre-
spondingly provided with accessible service server IP

ddresses under an access aulhoritv of the terminal device.
The accessible service server 1 dd dresses are taken as the
preset service server 1P addresses. One ternunal device ca
correspond 1o a plorality of pi‘eset i

ddress»».

Cle
3
ot
[
¢
[o N
o
o
]
o
Q
e
o
Q
3N
o]

TABLE 1

dnal demain name Preset service server IP address

1.i.1.1
2.2.2.20
www, google.com 2.2.2.2

Ifustratively, as shown in Table 1, the terminal domain
name of a terminal device A is www.huaw com, and the
terminal device A can only access two preset service servers
of 1.1.1.1 and 2.2.2.20, provided that neither of the two

preset service servers is charged: the terminal domain name
of a terminal device B is www.google.cowm, the terminal

device B can access to 2.2.2.2, and the preset service server
corresponding to this 1P address is charged. As shown in
FIG. 2, provided that the [P address corresponding to
www.hinawei.com l- 1.1 while the P address corre-
sponding to www.google.com is 2.2.2.2, that is, the terminal
device A can only access the preset service server of
www.hiwaweicom for free, b-n canuot access the preset
service server of www.google.conm. In the prior art, however,
during processing of URL in the packet, the service server
only focuses on a path after a GET re quc*:t without inspect-
ing a host field, and returns the access results according 1o
the path after the GET reguest witho -ul dging whether the
path information is consistent with the path provided by the
host field; the service server only reads addresses afler the
host and then accesses without a,heckmff whether the fi
after the host are the correct fields for a free acc
website. As a result, if the terminal device A chang

5 the
domain name after the host from www.google.com to

www.huaweicon, then the terminal device A can access
www.google.comt for free, and the access result can be
returned to the terminal device A by the www.huawei.com
after the GHT. In this way, the user can successiully access
the charged service through altering the packet, but the DPI
device fails to identify whether the user terminal has altered
the host ield in the packet to achieve a purpose of frandolent
accessing a charged website for free.
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According to embodiments of the present invention, the
DPT device sets the terminal domain name www.huawei-
com of the terminal device A and the accessible service
server thereof, which s taken as the preset service server, in
a preset list; if the service server IP address corresponding o
=he server domain name obtained by resolving for the

ermiinal device A does uot belong to the preset servic
serv“rl P address 1o Table 1 correspouding to the terminal
domain name www.huaweicom, that s, corresponding 10
the terruinal device A, for example, it the [P address
obtained by resolving the server domain name is 2.2.2.2,
neither 1.1.1.1 nor 2.2.2.20, then the packe onsidered to
be abpormal, and the abnormal packet is discarded so as 1o
prevent the terminal device A from successfully accessin
the charged service through altering the packet witho
authorization; if the IP address obtained by resolving the
server domain name is 2.2.2.20, which is one of 1.1.1.1 and
2.2.2.20, then the packet is considered to be normal, and a
conuection between the terminal device A and the service
server of which the IP address 18 2.2.2.20 according o the
service request requesied by the packet, such that the service
server provides the service corresponding o the se
request to the terminal device A.

Iu the packet receiving method according to embodiments
of the present invention, the DPI device rccelves a service
request packet sent by a teronual device, where the packet
carries @ termyinal domain name indicating the termiunal
device and a server domain name indicating a service server
required by the service request, resolves the received server
domain name o obtain a service server Internet protocol (IF)
address, and discards the packet if the service server 1P
address does not belong to the preset sex vice server 1P
address corresponding to the terminal dornain name in a
preset st In this way, the DPI device can determine
whether the packet is normal or abnormal by comparing the
service server [P address of the packet with the preset service
server P address com:‘;pondimr 0 the terminal domain
name of the terminal device in a preset list to determine
whether the ser server [P address of the packet is
consistent with the preset service server IP address, and
discard the abnormal packet, f.herﬂby wmproving the
bility for identifying the packet of the DPI device, aund
preventing the bugs from ()(..L,umng when the DP1 device
normally processes the abnommal packet due to msuflicient
identification.

A pqcke' recerving raethod ac wrding to another embodi-
ment of the present lnveuiion is described by taking
gateway device having a DNS resolution function as an
example, while other devices having the DNS resolntion
function shall also fall within the pr ction scope of the
present inven As shown in PIG. 3, the method may
include:

8281, a gateway device receives a DNS pﬁcket sent by a

erruinal device, where the IINS packet carpes a ferminal
domcun name indicating a terminal device and 3 true domain
narae of at least one accessible service server corresponding
0 the terminal domain name.

It should be pointed out that, the gateway device may sead
a DNS query request to a fermuinal device during an idle
fime, so that each terminal device sends 2 DNS packet to the
gateway device; Or when receiving a DNS packet of the
terminal device without sending the query reguest, the
gateway device may also obtain the terminal domain name
wdicatng the terminal device and the trae domain name of
at least one accessible ice server cs)trﬂp(mdmg to the
terminal domain name, which are carned in the DNS packet.

[e]
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8202, the gateway device resolves the recei
domain name 10 obtain at least one accessible servi
1P address.

it should be noted that, the gateway device resolves the
true domain name to obtain a server [P address which the
terminal device is authorized 10 access, such as an 1P address
which can be accessed for free.

S263, the gateway device takes the resolved at least one
accessible service server IP address as a preset service server
IP address, and sets, cowespon\.mg relation between t'au
terminal domain name and the preset service s
address i a preset list,

Hustratively, the gateway device sets, corresponding rela-
1on hetween hc, terminal domain name HTTP/1.1Wa, and
the resclved accessible service server [P adde the
terminal device A such as 2.2.2.20 and i.l 1.1 in the preset
list, where the accessible service server 1P address is ref erred
1o as the preset service server 1P address, and sets, corre-
sponding relation between the terminal domain nam ‘H[ P/
1.2\\n, and the resolved accessibie service server IP address
of the terminal device B such as 2.2.2.2 in the preset list,
where the accessible service server 1P address is referred 1o
as the preset service server IP address, and se on. Thus, the
proset list 1s established, so that the gateway device can

ved true
0 server

s of

jxdge whether the service server, which is requested by the

terminal device A or terminal device B corresponding to the
ssequently recerved termnal domain name, is within the
accessible range, according to the preset service server [P
address corresponding 1o the terminal domam name in the
hst.

It should be noted that, there is no sequence relationship
among 8201, 8202, 8203, S284 and S268, as long as S241,
82082 and S203 are pe h,r”ned before S206, 3267 or S208.

S264, the gateway dev ives a service request
packet sent by a terminal device, where the packet carries 2
terminal domain name indicating the terminal device and a
server domain name wdicating a service server required by
the service request sent by the terminal device.

S265, the gateway device resolves the received server
domatn naree 1o obtain a service server luternet protocol {IP)

address.

It should be noted that, after 8265, 1 the resolved service
server IF address does not belong to the preset service server
1P address corresponding to the received terminal domain
naree 1 a preset list, then perfom step 8206; if the resolved
sexvice server IP address belong 1gs to the preset service serve
P address corresponding to the received terminal domain
name in a preset list, then perform step S207 or S8
according 1o requirement of the gateway dwlu,.

8286, the gateway device discards the packet.

Because the resolved service server IP address does not
belong to the preset service server P address corresponding
10 the received terminal domain name i a preset list, the
gateway device can determine the packet is a malicious and
frandulent packet or an abnormal packet, and discard the
packet, where the specific method has been disclosed in the
above embodiments, and will not be repeated here.

8267, the gateway device establishes a counection
between the terminal device mﬁd a service server corre-
onding to the service server 1P address, so that th ice
server provides a service comresponding to the service
request of the terminal device to the ternunal device.

It should be noted that, because the resolved service

server [P address belongs to the preset service server IP
address corresponding to the received terminal domain name
in a preset kist, that 1s, the terminal device only needs to
gormally access the accessible service server

a3

then the

Bofll
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ateway device can establish a connection between the
-.er_nmal device and the service server, so that the service
server provides services such as video data or audio data,
which is requested by the terminal device, to the terminal
device.

S208, the gateway device determines
service request according o the terminal
the terminal device,

HHustratively, if the gateway device needs to identify the
encrypted service type seut by the terminal device or iden-
ify the service type of terminal devices having constantly
changing [P addresses, the service type may be obtaed by
comparing the terminal domain name and the preset service
server 1P address in the preset list. That is, if ¢
regquest of the terminal device is encrypted, for exawmple, a
certain download tool or a certain matl tool is encrypted,
then the gateway device {ails 1o obtain the specific service
application type by resolving features such as URL of these
encrypted applications, However, the gateway needs to limit
all the download tools. At this time, after determining the
preset service server 1P address in the preset list and the
service server [P address of the terminal device are the sane,
'he t;’i\e‘vay device automatically match the service type
sinal domain name of the terminal device ia
; if the service type of the terminal device A s
crypted download tool, and the service type of the
termin il device 13 is an epcrypied ruail tool, then the

gateway device can identity and hmit the downloading
.h-; teimmdl device A. In this way, the case can be avoided
that during the resolution, stuce an anti-recoguition software
is encountered, the service type cannot be obtained and the
encrypted service type cannot be operated.

Furthermore, if the service type of the termuinal device B
1s mal download encrypted, and the service type has no
sigmficant featore and specific [P address, that is, the [P
address is in dypamic state, then, after determining the

type of the

D SCYVICE

preset service serw:r -P address in the preset list and the
service server | of the terminal device are the same

based on the preset hst, the gateway device obtains the

terruinal device B according to the terminal domain name of

terminal device B in the preset list and, thus, identifies the
specific service type. If the corresponding relation between
the domain name aud the service type is contigured in the
gateway device, for example, the service type corresponding
to the domain name “www.gmail.com”™ is coniwwoi as
email, the gateway device can determine that the service
type of hc, terpunal device B is a mail according to the
terminal domain name www.gmail.com.

It should be noted that, etther step S267 or step S208 may
be selected to be performued according to different process-
ing manners required by the gateway device. Specificaily, if
the gateway device needs to determine that the packet is
nommal and fo establish a connection between the terminal
device and the service server, the gateway device performs
S207; if the gateway device needs to know the service type,
the gateway dwm, perﬁ)rmc S248.

In the packet recerving method according to embodiments
of the present n%ntmu, the gateway device receives a
service request packet sent by a terminal device, where the
packet carries a terminal domain name ndicating the ter-
rainal device and a server domain name indicating a service
server required by the service request, resolves the received
server domain name o oblam a service server Internet
protocol (IP) address, and discards the packet if the service
server 1P address does not belong to the preset SerVice Server
1P address in a preset list corresponding to the terminal
domain name. {n this way, the gateway dcvu.c can determine

domain name of

 of
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whether the packet is normal or abnormal by coraparing the
service server 1P address of the packet with L]“ preset service
server IP address in a preset list corresponding to the
terminal domain pame of the teninal device to determine
whether the service server [P address of the packet is
consistent with the preset service server [P ad dfc»s and
discard the abnormal packet, thereby improving the capa-
bility for identifying the packet of the gateway device, and
preventing the bugs from occurring when the gateway
device normally processes the abnormual packet due to
insufficient identification.

Hmbodiments of the present invention provide a DPI
device 38, as shown in FIG. 4, inchading:

a recciving unit 301, configured to receive a service
request packet sent by a terminal device 48, where the
packet carries a terminal domain name indicating the ter-
minal device 48 and a server domain name indicating a

service server required by the service request sent by the

terminal device 48.
it should be noted that, the DPI device 38 can establish a

connection between the terminal device 48 and the service
server required by the terruinal device 48 according to the
termiinal doemain name and server domain name received by
the receiving unit 381, such that the terminal device 48 ¢
obtain the service \Lqi,lr;,d by the service request, which will
not be described in detail here.

a resolving wait 362, conﬁgure'i to resolve the server
domain nanme received by the receiving unit 381 to obtain a
ice server Internet protuaol (IP} address.
it should be noted that, the resolving undt 382 can achieve
a mutual conversion between a domain name which is
readily meruorized by & user and a ruachine recogmzable iP
address.

a processing unit 383, configured to discard the packet, if
the service server 1P address resolved | by the resolving unit
302 does not belong to the preset service server IP address
0 a preset st corresponding to the terminal domain name
ived by the receiving unit 381,

t should be noted thai, if the termunal domatn namme
f'e“/ed by the recerving umit 381 1u the preset list s not
correspond to the service server which is accessible and

)10111». be corresponded to the terminal domain name, ie.,

the preset service server recorded n the preset list, it proves

that the accessed packet 1s abnormal, such as a malicious and
frandulent packet and a packet for accessing a charged
website for free, the pmceﬂs:no’ unit 303 discards the packet.

the processing unit 363 is further configured to establish

a conuectio

rece:

on betweet the terminal device 40 and the service
server corresponding to the service server IP address if the

service server [P address resolved by the resobving unit 362
belongs to the preset service server [P address con‘esponding
to the terminal domain name in the preset list, which is
received by the receiving unit 381, so that the service server
provides the service corresponding to the service request of
the terruinal device 49 to the terminal device 48. Aliema-
tively, it the service server IP address resolved by the
resolving unit 362 belongs to the preset service server IP
address corresponding to the terminal domain nawe in the

preset list, which is received by the receiving unit 381, the
processing umt 343 determines the service type of the

service request according to the termiinal domain name of
the terminal device 48.

Further, the 3P device 38, as shown in FIG.
inciudes:

a sending umit, configured to send a DINS query reguest to
the terminal device 48, so that the terminal device 490 sends

the DNS packet.

8, also

Yofil
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Where, the receiving unit 301 is further configured to
receive the IINS packet sent by the terminal device 48, the
DNS packet carries the terminal domain name and a true
domain pame of at least one accessible service server
corresponding to the terminal domain name.

the resolving unit 382 1s further configured to resolve the
irue domain name received by the recewving unit 381 to
obtain at ieaﬂt one accessible service server IP address.

At this time, the processing unit 383 sets, corresponding
relation iﬂe WEen -.he terminal domain name received by the
receiving unit 301, and the at least one accessible se
server 1P address resolved by the resolving onit 302 1n the

preset list, where the at least one accessible service server TP

ddrcm is taken as the preset service server IP address, so
that the subsequent receiving nuit 381 performs comparing
i the preset list according to the terminal domain name after
receiving the service request packet, so as to avoid perform-
ing nornial process to the packet when the service server IP
address to be accessed by the packet does not correspond 1o
the preset service server IP address comrespounding to the
terminal domain name in the preset list.

The above DPI device 38 corresponds to the above
method embodiments, and the DP1 device 38 can be applied
i s of the above method embodiments. where the
specific application in each step may refer to the above
method emboediments and will not be described in detail

s

e

here.
Hrabodiments of the present wvention provide a DPI
device 38. The DPI devic 3(} receives a service request

packet sent by a terminal device 40, where the packet carries
a terminal domain name indicating the terminal device 48
and a server domain name iudicaing a service server
required by the service request, resolves the received server
domain name to obtain a service server Intemet protocol (IP)
address, and discards the packet if the service server [P
address does not belong to the preset service server IP
address corresponding o the terminal domain name iu a
preset list. In this way, the DPI device 3¢ can determine
whether the par:ket is normal or abnormal by comparing the
service server 1 address of the packet with the preset service
server 1P address corresponding 1o the terminal domain
narae of the terminal device 46 1o a preset list to determine
whether the service server JP address of the packet is
consistent with the preset service server [P address, and
discard the abunormal packet, thereby improving the capa-
bility for 1dem11y'mg the packet of the DPI device 390, and
preventing the bugs from occurring when the DPI device
nommally processes the abuormal packet due to insutficient
identification.

Hmbodiments of the present invention provide a system,
as shown in FIG. 6, including:

a DPI device 38, configured 10 receive a service request
packet sent by a termainal device 49, aud the rackcﬁ carries
a terminal domain name indicating the terminal device 40
and a server domain name indicating the service reguest;
resolve the received service server domain name to obtain a
service server Internet protocol (1P) address; and discard the
packet if the service server 1P address does not belong to the

preset service server 1P address corresponding to the termi-
nal doxuain name in a preset list.

a terminal device 48, configured to send the service

t packet to the DPY device 36.
ub()‘/e DPY device 3¢ and ternnual device 48 corre-
spond to the above method embodiments, and the DPI
device 38 and the terrninal device 44 can be applied in steps
of the above method ewbodiment, where the specific appli-
cation in each step may refer to the above method embodi-

o
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ment. The specific structure of the DPY device 3¢ and the
structure of the terminal and the DP[ device provided by the
above embodiments are the same, which will not be
described in detail here.

in the systern according to embodimments of the present
invention, the DPL device 38 receives a service request
packet sent by a terminal device 48, where the packet carries
a terminal domain name indicating the terminal device 48
and & server domain name indicating a service server
required by the sewice reguest, resclves the received server
domain name to obtam a service server Internet protocol {IP)

address, and disc Mis the packet if the service server

ip
u.drcbs does not belong to the preset service server IP
address corresponding to the terminal domain name in 2
preset st In this way, the DP] device 3¢ can determine
whether the packet ts normal or abnormal by comparing the
service server 1P address of the packet with Lhe preset service
server 1P address correspondir ag 1o the terminal domain
narne of the terminal device 48 in a preset list to determine
whether the service server IP address of the packet is
consistent with the preset service server [P address, and
discard the abnormal packet, thereby improving the capa-
bility for identifving the packet of the DPI device 38, and
preventing the bugs from occurring when the DPI device
nornially processes the abuormal packet due to insutlicient
iderntification.

The above description are merely sorue specific embodi-
wents of the present invention, but not tntended to it the
protection scope of the presest nvention. Any moditica-
rons, vanations or replacement that can be easily derived by
persons skilled in the art within the technical scope of the
present imvention sha} fall within the protection scope of the
present ivention. Therefore, the protection scope of the
present invention 1s subject to the appended clmms.

What 1s claimed 1s:

1. A packet receiving method, comprising:

receiving a service reguest packet sent by a terminal

device, wherein the service request packet c.rm'ies a
iemiinai domain pame indicating the terminal device
and & server domain name md]mfum a service server
re qmr(‘ by the service request packet sent by the
terminal dw' ;

resclving the received server domain name to obtain a

service server Internet protocol (IP) add dress; -
discarding the service request packet if he resolved
service server IP address does not belong to a preset
service server 1P address corresponding to the received
erminal domain name in @ preset list, wherein in the
preset list the terminal domain name of each terminal
device is corres‘ponditmlv provided with a plurality of
accessible service server 1P addresses under an access
authority of the terminal device.
2, '343 method according to claim 1, wherein, before the
discarding the service request packet if the resolved service
serve P address does not belong 1o the preset service server
e adchwx corresponding to the received terminal domain
name in a preset list, the method further comprises:
receiving a domain name system {NS) packet sent by
the terminal device, wherein the DNS pad\e{ carries the
terminal dorsain name and a true domain name of at
least one accessible service server corresponding to the
te rmmal domain name, wherein the true domain name
of at Jeast one accessible service sexver is a domain
name of the at least one accessible service server, which
1s not altered by the terminal device;

resolving the received true domain name to obtain at

one accessible service server [P address: and

prg ,..
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taking the resolved at least one accessible service server

P address as the preset service server [P address, and

setting a corresponding relation between the terminal

domain name and the preset service rer IP address
in the preset list.

The method according to claim 2, wherein, before the
receiving the DNS packet sent by the terruinal device, the
method further compris

sending a DNS query request to the ferminal device, t¢

enable the terminal device to send the DNS packet.

4. The method according to claim 1, wherein, afier the
resolving thc recerved server domamn name to obtain the
service server Infer (1P} address, the method
further comprif:e :

if the resolved service sexver [P address belongs © the

preset service server 1P address corresponding to the

recetved terminal domain name in the preset list, estab-
lishing a connection between the terminal device and
the service server corwspnndn g to the service server IP

a'fdr ss, o enable the service server to provide a
ervice cone»pm}dmg to the service request of the

tei’mmai device to the terminal device.

The method according to claim 1, wherein, after the
re ving the received server domain name to obtain the
sexv ver [ntemet peotocol {IP) address, the method
further comprises:

if the resolved service server 1P address belongs fo the

preset service server 1P address corresponding to the
received terminal domain pame in the preset hbt, deter-
miping a service type of the service request according
to the terminal domain name of the ternunal device.

6. A deep packet inspection {DPI) device comprising a
hardware processor and a non-transitory computer readable
storage medium including exccutable instructions that, when
executed by the processor perform a method comprising:

receiving @ service request packet sewt by a terminal

device, wherein the e request packe! camries :
terminal dorsain name indicating the terminal dev
and a server domain name indicating a service server
required by the service reguest packet seut by the
terminal device;

resolving the server domain name to obtain a service

server foternet protocol (1P) address; and

discarding the packet if the service serve address

resolved does not belong to a preset service server [P

address corresponding to the received terminal domain

name in a preset list, wherein in the preset Hsi the
terminal domain name of each terminal device is cor-

respondingly provided with accessible service server [P

addresses under an access anthority of the terminal

device.

7. The DPI device according to claim 6, wherein, before
the discarding the service request packet if the resclved
service server IP address does not belong to the preset
service server 1P address corresponding to the recelved
terninal domain name in a preset list, the method further
comprises:

recetving a domain name systert (DNS) packet sent by

the terminal device, wherein the DNS packet carries the

terminal domain pame and a wrue domain name of at
least one accessible service server cotresponding to the

met protocol

w
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terminal domain vame, wherein the true domain name
of at least one accessible service server is a domain
name of the at least one accessible service server, which
has 1ot been altered by the terminal device;
resolving the true domain name received to obiain at least
one accessible service server 1P address; and
taking the at least one accessible service server TP address
resolved by the resolving unit as the preset service
server [P address, and setting a corresponding relation
between the terminal domain name and the preset
sexvice server 1P address in the preset Hist.
8. The I'P] device accerding to claim 7, the method
farther comprising:
sending a DNS query request to the termuinal device, o
enable the terminal device to send the DNS packet.
2. The DPI device according to claim 6, wherein afler the
resolving the received server domain name to obtain the
service server Internet protocol (IP) address, the method
further comprises:
if the service server IP address resolved belongs to the
preset service server [P address corresponding o the
rece

ived terminal domain name in the preset list, estab-
g a connection between the terminal device and
the service server corresponding o the service server 1P
address, to enable the service server to provide a
ice corresponding to the service reguest of the
mai devi"e o the terminal device.

ccording to claim 6, wherein after the
server domain name to obtain the
riet protocol (JP) address, the method

E{P

s
further compri‘

if the service server 1P add i'e
preset service server 1P address corresponding 1o the
recetved terminal domain name in the preset list, deter-
ruining a service type of the service request a d ng
o the terminal domain name of the term

11. A system, comprising:

a deep packet inspection (DP1) device; and

a terminal device, configured to send a service request
packet 1o the DPY device, wherein the packet carries a
Wmunal domain name indicating the terminal device
and a server domais name iadica ﬂg a seyvice server
required by the service request sent by the terminal
device;

the 13P) device having s hardware processor and a non-
fransitory computer readable storage medium including
executable instructions that, when executed by the
precessor perform a method comprising:

receiving the service request packet sent by the terminal
device;

resolving the server domain pame received to obtain a
service server Internet protocol (IP) address; and

discarding the packet if the service server IP address
resolved does not belong to & preset service server 1P
address correspouding to the received \erminal domain
nawe i a preset list, wherein in the preset list the
terminal doysain name of each terminal device 1s cor-

s resolved belongs to the

respondingly provided with accessible service server IP
addresses under an access authority of the temnnai
device
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