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PACUKET RECEIVING METHOD, DEEP PACKET INSPECTION
DEVIUE AND SYSTEM

CROSS-REFEREMNCE TO RELATED APPLICATIONS
0008 Thes application 1 & conpmustion of Intempatioval Patetd Apphestion Ne,
POT/ON2012/077984, Hled June 30, 2012, which is bereby incorporated by reforence in it

entdively

TECHNICAL FIELD
{0002} The present movamion relates 1o the field of communications and, more particalarty,

o a packet recerving wiethod, a deep packet imspection device and eystant.

BAUKGROUMD

{8003} Nowadays, Internet services become moreasingly sophisticated, and types of the
services are gradually increasmg, 8 user terminal 18 able Yo accest websiios such as video
websites and game websiies, and such websites are ather fiee or charged on operstor’s
demauds, and thequser torminal can select v aecess on his own demands,

d]  Crenerally, & serviceg sorver used by o user o atcoss & wabsite corvesponds fo an 1P
{Internet Protocol, Internel protocol) addeess, the user can send a packet carrying a domain
name and relevant informatidn of the visining website, gevetally, when g DP {Deop Packet
Ingpection, deep packet inspection) device strategieally matches the packet tnformation, u full
URL (Unsform Besouwrce Location, wuform resource locater) wdormalion containing a host
field neads 1o be used, which iz differeny fram the packet processing principle of the existing
service server, thus bugs may oconr i the DPY device detestion, for example. the service

server merely ingpects path informaton m the URL of the packet, and does not mepect the

st Bield, such that the service server gan retn asdess resulty asvcording 1o the path
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witormgtion withou! detormiung whether the path informnation s conmstent with the path
provided by the host field, that is, withouwt determaning whether the user has altered the host
figdd withowt guthorseation. Ax g reeulty the user can successfully avcess the charged service
through altering the packet without suthovization, bt the DPL device fairls o dentify whether
the uoer terannal has altered the host field in the packst to achisve a purposs of fraudulent

accessing 1 charged website for free.

SUMMARY
{OBG8]  Embodnoents of the presemt imvention provide a packet recerving method, o deop
packet mspection device and systemy wiach can woprove the capabality for wdentifymmg the
packet of the deep packet mspection device, and prevent ocowrrence of bugs caused by
msufficientdentificabion,
(8086]  To schiove the above object, embodiments of the prosent invention provide techmical
solutions as follows:
HB0BO7]  One aspect of the mvention provides a1 pagket receiving method, including:
{08  receiving » servive vequest packet sent by # tenminal devive, where the pisiet carvies

a termungd domas name idicating the tenoiaal devies and a server domain naone indicating a

J)

service server regquired by the service request sent' by the tevmanal devige;

Y reselving the received server domumin pame In oblam & service server hdorned

protocol (JF) address; snd

{001¢]  discarding the packetaf the resnlved service server IP address does nat belong to the
praset service server 1P address corresponding to the received terminal domian teome an a
prasst Tist

{013 Another aspect of the mvention provides o deep packet mspection (DPL device,

includimg

{312} n recorving unit, configured to roceive 8 service ruguest puacket sent by o teroudnal
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dévice, where the packel carties a fermunad domam name indicating the fermunal device and a
server domain nans ndicating & service server reguired by the servace request sent by the
termmal device;

(813 g resolving umit, configured 1o resolve the server domain name received by the
veesving wil o ubluin 8 service server Internel rotocol (IP) addresyy and

{8014]  » procescing wut, configured to distard the packet if the servige server 1P address

resolved by the wsobang wont does not belong w0 the preset serviee server TP addeess
corresponding to the recerved tenminal domam name m a praset st

{O015]  Sul another aspect of the fovention provades ¢ system, meluding

[RI5] w0 DPI devies as descnibed sbovey and

{8017] a2 tenninal device, configured to send 8 service request packet to the DPL device,
where the packet carries g {erminal domain name indicating the fermnal device and g server
domain name idicating a servige server required by the service request sent hy the terminal
dovice.

{018 According to the packet receiving method, the DPY device and the system provided
by embodiments of the present wvention, the DPI device regotves g servies reguest packet
sent by a fenmnal device, whare the packet carres a tenminal domam vame ndicating the
tevomnal dovies amd a server domam pame indicgling o servige sgrver ragqiured by the servics
equest, resolves the reccived server domain name o oblain 8 service server Indemet profogol
(1) addross, and discards the packet of the service server [P address does not belong to the
preset service server 1P address correspondhing 1o the terminal domam name ina preset list. In

this way, the T device van determine whether the packet is novmal or abiommal by
compning the servise sorver 1P sddress of the paeket with the presel sarvice server P
address gorrespondimg o the terminal domain name of the terminal device 1 a preset hist fo

determune whether the servide sérver B address of the packel is consistent with the presat

service server 1P address, und discaid the abnormal packet, theveby fmproving the capabidity

e
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for idensifying the packet of the DR devies, sod proventing the bugy fom oocuring when
S ? fio) e =

the 1P device nommally processes the abuonnal packet due to msuffirent wentification.

BRIEF DESCRIPTION OF DRAWINGS
{OR1M To ddlustrate the techmical sodution aceordmg o embodiments of the prosent
mvention or the prior st wore clearly, the following briefly describes the accompunying
drawings used i desenption of embodiments of the present mvention or the prior akt
Apparently, the accompanying deawings below arg mevely for dlustrating somwe emboediments
of the presend nvention, and other deawings can be oblamed by persons skilled in the ant
bazed on these drawings withot crealive elffuria
{80248 FIG. 1 s 2 schomatie flow chart of a packet recarving method sccording to an
gmbodiment of the present nvention;
{021 FIG. 2 13 3 comparison diagram between a true packet and a packet which has been
altered without suthonization according to an embodmment of the prese inventiom
0221 FIG. 3 ie s schomatic flow chart of a packet reesiving method according to anotbor
erobodiment of the present invention;
{0231 FIG. 4 48 a sthewatie stvuctural diagramn of o DPD devics according ® an
sobradiment of the present invention;
{024] FIG. 5 iy & schematic structural diagram of a DPY device according o another
embodiment of the present mvention; and
{281 FIG. 6as aoschematie stmctural diagram of o system seeording to sn embodiment of

the present mvention
BESCRIPTHON QOF EMBOIMMENTS

{I2E]  The teghnical solutions of the embodiments of the present invention are hereinafier

described  clearly and completely wath relorence Yo the attompanying drawings in
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ernbodiments of the prosest invention, Obvivosly the embodiments desertbedhere e only a
part of embodunents of the present vention, rather than all emboedimenty of the preseat
mveniion. Al other cmbodiments sblained by porsons skilled i the art based ov
gmbodiments of the present mwvention withowl any creative oiforts shall R wathwn the
protection scope of the present invantion,

88271 Embodiments of the present wvention provide a packet receiving mwethod, as shown
w FIG 1, the mathod micludes:

[B028] S101, & DRI device recetves a service requiest packel semt by a ternmnal device,
where the packet carnes a terminal domam name indicating the ferminal dovice and a server
domain name mdicating » service server requirsd by the service request sent by the terminal
devioe,

{829 It should be noted that, a suitable network in this embodiment may perforn
commmmication and connection on the basis of the TCWIP (Travsmussion  Conival
Protocol/hnteruet Prolocs], ransmission control -pmm@:4}3;‘§111:®1t:1@t protocol), i such & tebwork,
cach of torminal devices and service servers connegted to the network hay a wugue wdentilier,
go as to distingeish eos of thousands of terminal devices and service servers m the network.
Generally, such a wugue ddemafior may be a chardcier addeess, namely & dowain name. Since

gach fermunal devics and cach servies server have a wnigus domain name ol jiv own, the
fermanal dovive only needs 1o sotaly the TP device of 1ts ovwn domiain name as the terminal
domain name whon. the termina] deviee reguests services o the DPY device, the DPY dovies
can find the terminal device by the terminal domain nume, and forwand or provide services
required by the teroinal device 1o the tenmnal device. Furtherimore, the terminal device can
implemnent the access to the service server requited by the service roguest by writing the
domain name of the service server, ax the server domam name, into the packet .

[G36]  Ihuxratively, the terminal devies needs to acesss availolile resonirces on the natworlk,

such as & hypertext murkup language docwment, an image, a video Segment, anst & progrant
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Sorvice servers supporhing &tfferent websites can be wdentified by the server doman veune
whash 13 takery as the undguie demtifivaton 1D When the- tenmanad dovice needs to acoess i
waebsite, the terminal device sends g URL packet, tnto which packet a server domam namg of
a service server cortesponding to the website bas been written. The server domam name 19 &
character address of the service server corresponding to the website needs to be accessed by
the termupal dovice. For oxample, when g user needs 1o aocess & website of A company by
using the ietminal device, the LIRL can be written as www. A.cotn ot the hike.
0031 S102; the TP device resolves the received server domamn name 1o obiam & service
server IP address.
{@832] Further, the DPI device performs & DS (Domain Name Rerver, domatn namne
sarvice) resolution 1o the server domain name, such as resolving in 4 manner of local query,
cache query aud Herative query, so that the domain name which 8 readily memerized by a
user, such as wwwbaiducow and www googleoom, can be converted tn & machine
recognizable TP wldress such as 1L LG and 2222 and the wachme recogmzable 1P
addross is taken as the sorvice server [P addross. Thereby the P device can help the
termninal device access the service server by using the service server TP address, and then the
service server can provide services Tor the fermmnal devige,
PR3] SXOR, f the sorvige server I adidresd resolved by the DPY devize does not belong fo
the presel servive server IF address comresponding o the received ferminal domain name i a
prosat lisy, the BPL device discards the packet.
{834} It should be noted that, & preset Hist is prgset in the DPY device 1 wdvance, as shown
m Table 1 in the preset hist the fornunal domsin name of each terminal device s
copvespemdmgly provided with scecssible service server TP addresses nnder an goosss

authority of the terminal device, The accessibile service server 1P addresses are tuken us

m

the proset service server 1P addresses. One termingl device can correspoid to a pluraliy

af preset service server 1P addresses.
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Ternmal domain nans Prosetaarvice server 1P addigss
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Table 1

{8835} Hlustratively, as shown in Table 1, the terminal domain name of & termingl device A
i www mawet.com, and the torminsd device A canonly accers two preset service servers of
DL and 2.2.2.20, provided that netther of the two presst service servers ts chargsd: the
termunal domam name of a wrmanal device B s www google sean, the termungl device B can
weeex 1 2.2.2.2, arsd thee preset ssavise ssaver corrssporsding 1o tas IF addresy s chiseged. As
shgwwry v FEGL 2, provided that the 1P address corvesponding to vwww huaweicom s 1111
whale the {F address corresponding to www google sont is 2.2.2.2, that s, the terpunad device
A van only sccess the preset service servir of www. huswancom for free, but cannol sccess
the preset servide server of www google.com: In the priorart, however, during processing of
URL 1o the packet, the servige xerver ondy focuses om g path after w GET request withenyt
mpecting & bost field, and returrey the secess reselty secording o the path after the GET
request without judging whether the path mformatiom 13 consistent with the path provided by
the host field; the xervice server only reads addresses afler the host and then eccesses without
cheoking whether the fields after the host are the correct fields for a frge sccessible website.
As a result, o the teominad device A changes the domaim name alfter the host from
wirw googlecom 1o www lpawerooen,  then  the  termomal  deviee A Gam o accoess

Aaw google conn for free, and the acoess result can be returmed o the termimal devies A by

the www hugwer.com after the GET. bo thes way, the user can successfully access the charged
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’/";

service throngh altermg the packer, but the DPL device fady to ademtify whether the user
termoanal has aliered the host freld wm the packet o achueve v purposy of fraudulont accessmg i
charged website for free

{80351 According 1o embodiments of the present vention, the DIPT device sets the terminal
domain marme www nwetcom of the ermonal devies & snd the secessible servics server
thireof, which is taken as the preset servics server, iy a preset histy if the servies server [P
address gorresponding o the server domam name obtamied by resobving for the wovunal
devioe & does not balong to the preset service server IF address mm Table 1 eomgsponding o
the terounal donmam nane www hoawer com, that 18, corresponding to the terminal device A,
for example, if the IP address obtained by resolving the server domain name ix 2222,

nesther 1.1 11 nor 22.2.20, then the packet s considered 1o be abnormal, and the abuormal

packet is discarded 50 a8 to prevent the terioinal device A fromr successfully accessing the
charged service through alieving the packet withow! auwtherization; it the 1P address obiained

by resoiving the server domaun name 15 22220, which s ong of LLLY and 2

the packet is considered to be nonmal, and 8 conpection between the terminal devies A and
the service server of which the IP address 13 22220 according 10 the service reguest

reguested by the packet, such that the service server provides the'service corresponding 1o the

J}

service request 1o the teromal dovies A

{371 In the packet recerving method acserding to embodhments of the prosend mvention,
the 3R] dovaes receives a serviee reguest packet sent by aterminal doviee, where the packet
carries a termine! dowain name indicating the ternanal device and & ssrver doowin neme
wlicating a service setver requured by the service request, resolves the recsved server
domain name © obain a serviee server bdernet profocel (1P} address, and discards the paclet
if the service server 1P address does not belong o the preset service server IP address

sorrasponding 1o the lermunal domar name e proset Bist In thig way! the DPE device can

determnime whether the packet & noima!l or abpormal by comparing the setvice sépver TF

8

<
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addresy of the packet with the presel service server TP address corvesponding to the terminal
domant mase of the terronad device inog proset hist to determine whether the service server 1P
address of the packet ¢ conaistent with the preset service server [P address, and discard the
abnormal packet, thereby moprovang the capability for wdentifving the packet of the DL
devige, and preventing g bags From ocoursing when the DT device nonmally processes the
abnarmal packet due 1o meatfficiont wdeutification

{6038] A puackel recerving methed according o awiher embodiwent of the presom
mvention 18 desenibed by taking 2 galeway device having e DNS vesolution function as an
gxample. while other devices havimg the IINS reselution function shall also fall withm the
protection scope of the present invention. As shown in FRG. 3, the method muy includs!

(60391 S201, a gateway device reggives 2 NS packet sent by a terminal device, where the
PINS pewket carnies a tevromal domam name mdicating a tervmnal deviece and 2 true domain
padne of at loast one accessible servies server correspoisiing 1o the twmunal domam name,
{0048 1t should be pomted out that, the gateway device may send & DNS query request o a
terminal dovice during an idle time, 5o that each terminal device sends 1 DNS packet to the
gateway device: Or when receiving a TINK packet of the terminal device without sending the
query request, the gateway device may also obtuin the termunal domain name mdicating the
termmal dovice snd the twe domammn bame of at least one accessible service server
gorresponding 1o the erpunal domaim name, which are carnied wi the DNS packet.

{OBAR]  S202. the gateway doviee resolves the recctved true domam name to ohtam at leasi
o accessible servige server IP address.

{8421 1t should be noted that, the galewsy device resolves the true domain name to obtain a
server IR address which the torsrnal device v suthorized 1o seeess, such as an 1P addross

which can be aceeszed for free.

{43] N203. the gateway dovive takes the resolved at lonst one acvessible service servar I
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rerninal domain naone and the presor service server (P addeess 1 a prevet st

{0844]  Hlostratvely, the gatoway device sots. corpgspondhing relation between the tormunal

domain name HTTR/E Doy, and the resolved accessihle service server IF address of the
fermmmal device A suchoas 2.2.2.20 and 11,11 in the preser sty where the sccesaible service

server IP address s referved to as the preset service server [P address, and sets, comresponding

relaton between the terminal domam same HTU TP 20, and the reselved acceeible servies

server IP address of the tormunal device B osuch as 2222 i the proset hist, where the
accessible service server 1P address s reforred 1o as the preset servive sevver IP address, and

so on: Thus, the preset st 15 established, so that the gateway device can judge whether the
X

service server, which v requested by the memmnal device A or fermingl device B

sorresponding 1o the subsequently recetved termmnal domain name, 38 witlun the accessible

range, acvording to the presst service server [P address correspondmg to the {ermunal domain
name i the list,

{O048] Tt should be noted that, there v 10 sequence relationship samong §301, 8202, 8243,
8204 and S208, as long a5 8201, 8202 and 83 are performed before 8206, ST07 or 8308
OS] S204, the gatoway devide feoeives a service reguest packet sent by a termidnud device,
where the packet carpes g termunal dowan name indicating the lenmnal device and & server
dommin namst ahicating a8 serviee sorver requited by the servics roguest sent by the wraunal
device

[R47] S205. the galeway device resolves the received server domsin name do obiain a
service server Intemet protacal (P address,

[B048] It should be noted thal, alter 8208, iV the resolved servive server [P address does oot
belong o the proset service server I addresy correspanding to the received tevmimal domain
nme i a preset bst, then perform step 8206 1f the resolved service server IP address
haolongs to the proset service server P address corresponding 1o the recerved wrnunal dowam

ngme mo& preset hst then pérdorm step M207 ar S208 according to requirement of the

11
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gadeway devi

80491 5206, the gatewyy device discards the packet.
OG54  Becuuse the resolved service server 1P address does not belong to the proset service
server [P address corresponding 10 the received terminal domain name ina preset hst, the
gatgway device can detenmmuine the packet s a mahicious and fraudulent packel ov an abnoymal
packet, and discard the packet, where the specific method has been disclosed wn the above
erabodunents, and will pot be repeated here.
0051 8207, ihs pateway devieg extabilnbed g connection bepween the terminal device andia
service server oomesponding o the service server IR address. se that the service server
provides # service sosresponding to the service yequest of the termine] devics to tdhe termanal
deviog,
180521 It should be noted that, becauss the resolved service server [P address belongs o ihe
praset sorvice server [P address covresprading o the received terminal domain name in 2
preset Iist, that 18, the tormmal device only peeds 1o vomually access the aceessible service
server, then the gateway deviee gan ostablish a connection botween the fermunal devics and
thie cervige server, so that the service server provides services suchi as video data or sudio data
which is requested by the teaminal device | 1o the terminal device.
[BRS3] BROS. the gateway deviee determines a servies type of the service request aveording
o the fenommal domam name of the leonmal devies,
{0054]  Hiustratively, i the gateway device noads to wdentily the encrypted service type sed
by the tenmmal device or ideniify the service type of termanad devices hwving comstamly
changing TP addressey, the service type may be oblainad by companing the leamnal domain
name and the preset service server [P address in the preset Hst Thet s, if the service request
oof the terminal device is encrypied, for example, 2 certuin download fenl or  certait miail
tood 18 encrypiad, then the gateway device Tails 1o obiai the speuific wivice apphcation type

by resolving festures such as URL of these enerypted spplications, Honwever, the gateway
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sneeds to Bt all the download twole. AL thiv e, atter daleroning the preset service seover
IP address in the proset hist and the service servier TP address of the terminad device ame the
same, the gateway device satomatieally match the service type sccording to termunal domean
namie of the termunal device m the presat sty if the service type of the lenmmal devace A s an
sncrypled download tool, and the service typs of the temmumal device B is an enorypted mail
tool, then the gateway devige can idennity and linut the downloading of the terminal device AL
In this weay, the case can be avouded that dunng the resolution, sinte an anti-recogmition
softwsire 15 encowniered, the service type cannot be obuuned and the snorypled service typy
gannot be operated.

[8835]  Furthermore, if the service type of the terounal devies B 18 masl download encrypied,
aved the sarvice type has vo stguiticant feanre and specific IP address, that s, the 1P address
i3 in dynamic siate, then, after detenmining the preset service server IP address in the preser
Yixt and the service server P address of the terminal device ave the same based on the pressy
hist, the gateway dovice obtains the terpningl device B according to the toronal domain naane
of toronal device B the preset list and, thes, dendifies the specific serviee tvpe. I ihe
porresponding relation between the domain name and the service type s configured in the
gatowuy device, for example. the service type comresponding o the domsin naane
“wyww . gmatlcom™ 13 configured as omatl, the gatoway device can dotermine that the service
fype of the fernmnial device B s a mal according to the fermupal doman name
wwwe.gmatloom.

86 It should be neoted that, erther step 8207 or step 8208 meyv be selected 13 be
performed according to different processing manners required by the gateway device.
Specifically, if the pateway device needs to determune that the packet is novmal and to
establish a conneotion between the terminal device and the service sérver, the gateway device
parforms 52070 if the gaieway device neade o know the service type, the guiewsy devics

performs K208,
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HO037] o the packet yecevving method sccording to erabodiments of the present mvention,
the gateway device recerves @ sorvics request packet sent by o tormmnal devics, where the
packet carries a lenminal domsin name mdicating the terminal device and & server domain
name mdicating 8 sérvice server reguired by the service requesi, reselves the received server
domain retrs (o obtaim 4 service seever Titernet protocnl (1P addresy, and discards the packet
i thie service server 1P address does not belong fo the preset servier server [P sddress ina
preset bist correspouding o the terminal domam name. Tnotlus way, the galeway device can
deternmune whether the packet w nommsl or abnermal by comparmg the service server [P
address of the packet with the preset service server 1P address in g preset List corresponding o
the mrminal domwam naene of the eominal device 10 determine whether the serviee sgrver IP
addresy of the packet 18 consisiond with the preset service server TP address, and diseard the
abnormal packetl, thereby bmproving the capability for idemifving the packet of the gateway
device, sl preventing the hugs from ocourring when the gateway device normally processes
the aboormal packet due w msufficiont identification,

[G0S8]  Embodiments of the prosent invention provide a DFE devige 30, as shown in FIG. 4,
nehuding:

0SS a recetving untt 301, <onligiwed to réowive & serviey roguest packet sent by a
termimal device 40, where the packet camies a ternunal doonam name indicating the termunal
device 40 and a server domsm name mdicaing 2 service server reguired by the service
reguest sent by the teromnal device 40,

{68 Bt shoudd be nated that, the DPE devivs 30 can extablish a connectinn between the
terminal device 40 wnd the service or requited by the ermmnal device 40 according fo the
terminal domain name and server domsin name reecived by the recetving vt 301, sush that
the terminal device 40 can obtamn the xervice required by the service réguest, which will not
be described o dotat] here,

{IGE] o rosadving unt 302, condigured to resolve the server doman hame received by the
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receiving widt 301 to nhiahy a serviee sarver Internat prodocol (1P address.

{88621 It should be poted that, the resolving wnit 302 can achieve a muhual comversion
between & domsin name which s ma&iﬂy wmemorised by a gser and 8 wactane recognicabde P
address.

063w processing wut 303, configured to discard the packet,
addresy resolved by the resolving wint 302 doss not belong 1o the preset service server [P
adidress 1 & preset hist comrespanding to the termunal dosriain name recetved by the recetving
unit 301,

{98641 It should Be noted that, if the tennmal domam name recetved by the recetving wat
301 m the presel list is not corrssporsd 0 the servive server which 1s accessible and should be
corresponded to the terioimal domain name, 12, the preset service server vecorded m the
proset st it proves that the accessed packet 18 abnormal, such as 2 nadicious and fraudulent
packet and a packel for accessing & chavged websiie for free, the processing 1wt 303 discards
the packet,

[065]  the processing unit 303 ix further configured fo establish a comnection betwoen the
rermmal device 4 and the servige server corresponding to the servies server I address iihe
service server IP addross resalved by e resobvmg und 302 belongs (o the presel service
server TP address corresponding to the termyual domain namo in the preset hist, which 13
weeetved by the recawving uwmt 3010 so that the service server provides the serviee
corresponding to the service reguest of the forminal device 40 to the tenvimal device 46

Abwrnpatively, i the sorvice server IF adiess vesodvad by the resolving wnit 302 belongs to
the proset service server TP address corresponding (o the termunal domain name in the préset
tist, which iy reeenved b the tecotving waut 301, the processing wut 303 detenmines the
service type of the service reguest socorndhing to the terounal dinain name af the terminal

device S

{661 Purther, the DPT deviace 30, as shownin PHG. 3, alsw includes:
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{O067] v sending unit, configired to send 8 DNE query sequest 1o the termumnasd device 48, so
that the termunal devies 40 senuds the IINS packet.

[O06B]  Where, the recerving umit 301 i¢ further configured to recotve the DINS packet sent
by the terminal device 40, the DNY packet cames the {etivinal domsin name and & trug
domsain name of af least ong avcesaible service sgrver gorrespondimg To the fermoanal domean.
e,

BR6H  the resolving uut 302 s further vonBigured 1o resolve the trus doman name recetved
by the recerving unit 301 1o obiain at least one accessible service server 1P address.

{8878] A this timoe, the provessing unit 303 scls, corresponding relation between the
teronal domain naoes received by the reverving wmt 301, and the st least one accesmible
service server TP addvese resolved by the resolving it 302 dn the preset hist, where the w
least one accessible service server TP address is taken as the preset service server IP address,
so-that the suhsequent receiving unit 301 performs comparing 1 the preset hist sccording to
the terminal domain name after receiving the semvice reguest packet, so sy 1o avoid
performing normal process o ihe packet when the serviee server TP address to be accessed by
the packet does not corresponad to the preset service server 1P address corresponding o the
terminal domam navme in the preset hist

7D The above DPT dovice 30 dravespwmds o the sbove method embodiments, and the
DPI device 30 can be apphed mosteps of the above mwthod embodiments, where the specific
application i csch step may refer 1o the above method smbodunents and wall not be
described in detat] here.

{80721 Embodioents of the present iivenbion provide a DPL device 300 The DPE device 30
TECSivey B sorviee tequest packet sont by & ternunal devies 48, where the packet garries a
terminal doman nae indicating the terminal deviee 40 and 2 server domain name mdicating
a service server requited by the serviee request, resobves the reooved server domsin name fo

abitgin o service server Indernet protocol (1P) addross, snd discands the packet i the serviee

1s
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server 1P address doey not belong 1o the preset setvice server TP addeess corresponding 1o the
trmminal divnain name 0 8 preset s In s way, the DPE device 30 gan dotermine whethsr
the packet is normsl or abnormal by comparing the serviee server IF address af the packet
with the presal service server IR address comresponding to the tenmunal domun name of the
wermmal device 40 g preset list to determming whather the service server IP address of the
packet 13 consistent with the praset service server IF address, and discard the abnormal packet,

therveby wnprovimg the capability for rdentifving the packet of the DPL device 30, and

eo the ghaproad

preventmg the bugs from cccwrmg when the DPL dovice normally pros
packet due 1o msulficient identification.

{873 Embodnvens of the present mvention provide a sysiom, as shown e FIGL &,
mcludmg:

{8074]  a DPT deviee 30, condigured to moceive & service request packet sent by a tevnunal

device 440, amd the packet carries a terminal domam name indicating the terminal device 40

angd & server domain name mdicating the sarvive reqguesty resolve the received service server

domain name o oblam a service server Internet protocol (IP) addross: and discard the packet
it the service server 1P address does not belong 1o the preset serviee server 1P address
corresponding 1o the termmal domais name 1 g preset lst

TS enmunal devics 40, configurad to send the sarvies reguest pasket 1o the DL devies

Q.

s

{88751 The above DPL dovice 30 and torminal device 44 corvespond o the above method
embadunents, and the DPI deviee 30 and the termunal device 40 can be applied i sleps of the
above method embodiment, where the speoific application v cach step may refer io the sbove
method coobodiment. The specifie struchure of the DPL deviee 30 and the straomire of the
termimal amd the P device provided by the abeve embodiments are the same, which will net
be descoribed ny dotat] hege,

G771 I dhe systom aecording o embodimpnty of the present invention, the DPY device 30

341 of 354



Dowkes No, HW7IVI8R

receives & service vequest packer seat by g termunal device 40, where the packetr carvics a
termanal domain nawe madicating the termmal devere 40 and 8 xorver domain name indicating
a peryics server rogquared by the service reguest, resolves the reeetved server domain name 16
abian 2 service server Infermnel protocol (IP) asddress, and discards the packer if the service
servey 1P address dees ot belong to the preset servies server [P address comresponding o the
terminal domain name in 8 preset Hat i thes way, the DPT device 30 can deternune whether
the packet s normal or abnormal by comparing the service server IP address of the packet
with the preset service server IP address covresponding to the termunal domuon name of the
terminal device 40 1 a preser kst to determune whether the service server IF address of the
packet s conststent with the prevet servive server IP address, and disvard the sbnormal packer,
thereby tmproving the capability for identifving the packet of the DPI device 30, and
proventing the bugs from occurring when the DPL dévice normully processes the abuormal
pasdet due o msuffictent identification.

{8078} The above description are merely some specific embodimpents of the presenyd
ittvention, but not intended to limit the protection scope of the present mvention. Aoy
wndifications, varnations or replacement that can be vasily devived by persons skilled mw the
artwithin the technical scope of the prosent twention shall fall within the protection scope of
the present mventiod. Therefure, the protection sonpe of the present invention iy saibieet 1o the

appended claims.
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CLAIMS

What s ohumed s

1. A packet roceiving method, comprising:

receIving 4 servioe request packet sent by a termunal device, wherems the packet
carrigs & tenmninal devnsdino paroe indicgting the ternunal device and 2 serveér domain name
mdicating a service server requared by the servive request sent by the terminal devive;

resolving the receivad server domain name 1o obiai & service server Internet protodal

{IPy address; and

disvanding the packet o the resolved service server [P address does not halomg tooa
prosdt service server 1P address comresponding o the received termunal domawn name w8

preset Jist,

. The method according 1o claim 1, wherein, before the discarding the packet it the

resabvied service server 1P addvess does not belong to the preset service server 1P adilress

corrgspording tes the recstved tenmmal domay name wm g preset hst, further comprismg:
regerving w Jomain name system (DNS)Y pucket sent by the termmal device, wherem
the IINS packet carrtes the terpunal domatn nsone and 2 brue domsain name of af least one
accessible service server onprespomnding to the terminal domain name;
resolving the receivedd frpe domsin name to obtam at least onoe sccessible service
sevver P address; and

jaking the resolved at Jeast one accessible service server IR address ay the presed

service server 1P address, and setting, correspondimg relation botwesn the terminal demmain
name atul the preset service server I address m the preset Ust,

. The method accordimg to claimn 2, wherein, befure the receiving the doinam name:
systern (DR Y packet sent by the tenvnal device, forther comprising:
sending & NS query roguest to the wrmanal devies, sis thay the termana] dovics sonds

the DINS packet.

4. The method according o claie 1, wheretn, sfier the msolving the reearvad server

i
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domain namieto obimm the servive server Internet protocel {(IPy address, furthercomprising:

i the resolved servics server 1P address belongs to the preset service sevver 1P address
corrsaponding to the recerved terminal donnain namme i @ preset lst, establishing 8 connection
Between the termunal device and the service server cotresponding to the service server 1P

adidress, su that the service server provides o service coresponding to the sevvics vequest of

the tevmunal device o the erinal device

5. The methed accordmg 1o clamm 1, wheremn, sfier the resolving e received servey
domain neme te obtam the service server Interpet pratoeal {TIP) address, Turther eomprising:

if the resolved service server 1P address belongs tothe preset service server IP address
corresponding to the recenved termunal dotoain vame i a proset hst, determiung a SETVICe

type of the servics request according to the termmal domson name of the terminal device.

G A pr packet inspection (DPD device, comprising:

a yoggiving wal, configured fo yeceivy g zervice yoquest packet sent by u torminal
device, whuorein the packet carries a terminal domaan name indicating the termunyd device and
a ssrver domsm name mdicating a service server vequived by the service request sent by the
termunal device:

a fesolving umit, configured to resedve the server demain name recewved by the
receiviig unil o obtain a servide scrver Intetnet protocol (IP) address; and

a processing unit, configured o discard the packet if the servics sgrver 1P address
resolved by the resolving wnit does not belong to a presct serwvice server P address
corresponding to the vocerved worminal doman namean a preset st
7. The DPI device according 1o ¢lum 6, wherain,

the reveiving unit i forther configured Yo receive @ domain name system (NS}
packet sent by the teroual device, wherem the NS packet carries the terminal domain nams
anda troe domam name of at east eneacoessible service servar cortesponding 1o the torminal
domam name;

the reselving w13 ferther configured o resolve the true Soepstn namie vecetved b}'f‘

the recerving umt o ubtmin at least one aecessible service server 1P address; and

19
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the processing it s further confimured to take the at least ong accessible service:
sitver IF sddress resolved by the resolving wt as the proset servivs sereer TP address, aiwl
set, correspongding relation between the {ermanal domun namw and the preset servive server

P address in the preset hist.

&, The P device accornding to Cldm 7, further sonmprinag:
a sending eny, configured o send w DINS guery reguest to the fermmnal device, so that

the terans! device sends the DNS packet

. The TP device according fo claim &, wherent,

the processing umit 18 Rurther confignred tor o the service server 1P address rosedvaid
by the rexolving wat belongs o the presel service server IF addvess corrgsponding tothe
regeived terminal domain name in & preset hist which v received by the receiving unit,
establish a conneation between the torminal device and the service server corresponding to
the service server 1P address, so that the service server provides @ servive correspionding i
the service request of the terminad device to the terminal devige.

10, The B device according to clams 6, whorein,

the processing unit 1 further configured to: #f the servige server IF address resplved
by the resolving wit belongs o the preset service server IF address cotresponding to the
received lenmingl dowsin name in a presst st which iz received by the revetving umt,
determine a service type of the service reguest acoording to the terminal domant name of the
termminal device,

LA

system, COmprising:

a 2P device according o claim §; and

a terminal device, configured do send a service request packer to the DPT de
wheren the packet carries s ternungl domain name indieating the termingl devieg and «
server domain mame indicating & servise server vequired by the service request sent by the

fermingl device.

Pl
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ABSFRACT

Himbodiments of the present fnvantion provide a packet recerving method, a deep
packet inspection device and system, which relates to the field of sommumncations. The
packet receiving methoed includes recerving & service ragquest packet sent by a termnal

duvive, where the pavket cares a termunal domam nane iuliveting the terminal devigs and g

server domain naroe indicghing & servige server reguired by the service reguest; resolving the
reesaved sgrver domain nime 1o sblan g sorvice server Internet protocel (IFY addresy; and
dixcarding the packet i the resolved serviee server 1P addvess dowes net Belong 0 the preset

servies server IF address corresponshing to the recsvesd termimal domain mame moa preset Het

Fmboduments of the present invention are applied vy the processing of the packet.
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a PP device regeives a sorvice reguest packet semt by a termunal

device, where the packet varrigs a terminal domain name indicating | /5181

the terounal device and a server domain name mdieating a xervice |

server regquired by ’{he SErVICe request sent by the srvoal devace
¥

the DIPT device resolves the teceived server domain nume o obtaing /5102

serviee server P address ‘

¥
i the service server IP address resolved by the DPL device does pot
belang o the preset service server 1P addresy cewrexpegniding 1o the
rensived ferming] dm'nam maovey it w preset st | the BPT device o
discards the packet

Fig. 1

A packet which has been

A trae packet ,
» THe PR altered without mithorization

a0 Image gl T Tnaga-abirmar, Ty ATEBRT %mat}é,cm?“ fmageS-abitman; inans
ATt -Langiage: 2heane gy Emespt-Language ! 2hosakeog

ATTRRY &maci‘mg g"ﬂ?;:\ defTare s in ncem grcoding: g2, deflatadi s

SR e Meei 1 T4 LR Orompat i ey MEY JHESE ey Mozitled . U {companthley MEIe
HESE L Ao, gangla ,c::mgr‘ oA 58T v, huawed , comae

TR IO RS T TR YT E N ’gmgwﬁﬁwaﬁﬁ“mw‘w"m
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P

a gateway device receives a IINS packer sent by a terming
devme whete the DNS paekel carrise o tormuinal domsin name
mdicating g terminad device and o true domain name of at least
one accessible service server corresponding to the terminal

domatn e

Y

the gateway devige resolves the ‘received true domain name to
obtain at least oug aevessible service server IF address

3

the gateway devics akes the resolved at lzast one accrssible
service server P address a8 @ prosel service server P address, and
sets, cmmapond»mg 1o the terraival domsdn name, the press

service seover TP eddvess s prose st

the gateway deviee receives a service request packet sent by ¢

serminal device, where the packet carries ¢ torminal domain name
mndicating the tenminal devies and a server dmmmn narg
mdicating a service server reguired by the service request sent by
the termanal device

the gatewsy devige resolvesthe recebved server domain name to
obtain a service server Internet protocel (1P address

¥

the gatoway devies discards the packet

tha gateway doviee establishes & connegtion between the terminal
dm}m angd the service server gorresponding to the serviee server
1P adidvess, so that the service seover pravides the service
cortgsponding o the service reguest of the terminal devide to the

termnal device

%

the gatewesy device detdrmings a xervice tvpe of the service
regnest arcor dmg tor the terinst domain name of the erminal
devise

Aeant

Eiceinn

[
o]
e

fo
4]
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